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Abstract

Cryptanalysis of symmetric and asymmetric ciphers is computationally extremely de-
manding. Sincethe security parameters of almost all practical crypto algorithms are cho-
sensud that attacks with conventional computers are computationally infeasible, the only
promising way to tackle existing ciphers (in the absenceof mathematical breakthroughs) is
to build special-purposehardware. Dedicating those machines to the task of cryptanalysis
holds the promise of a dramatically improved cost-performance ratio so that breaking of
commercial ciphers comeswithin reach.

This cortribution describes the design and realization of the reprogrammable machine
COPACOBANA (Cost-Optimized Parallel Code Breaker), which is optimized for running
cryptanalytical algorithms. The primary design goal was to produce a re-programmable
low-cost designfor lessthan B 10,000which is applicable for attacking the Data Encryption
Standard (DES) in lessthan nine days.

It will be shown that the architecture outperforms convertional computers by seweral
orders of magnitude. Fully con gured, COPACOBANA hosts 120 low-cost FPGAs and is
able to perform an exhaustive key searh of DES at a rate of more than 23° keysper second,
yielding an averageseard time of lessthan nine days. For this, we usedthe high-speedDES
enginedesign of the Universite Catholique de Louvain's Crypto Group.

We provide areal-world exampleby giving an estimate of an attack with COPACOBANA
againsta formerly popular encryption tool (Norton Diskreet). Due to a cryptographical weak
key derivation function it can be broken in very little time by applying a smart key seard.
As afurther application, COPACOBANA canalsobe usedto attack macdhine readabletravel
documerts (ePass).

COPACOBANA is suitable for computational problemswhich are parallelizable and have
low communication requiremerts. The hardware can be used, e.g., to attack elliptic curve
cryptosystems and to factor numbers. COPACOBANA is intended to, but not necessarily
restricted to solving problemsrelated to cryptanalysis.

1 Intro duction

All modern practical ciphers, both symmetric and asymmetric ones,usesecurity parameters(in
particular the key length) providing an adjustable security margin againstcomputational attacks
with current computers. Depending on the security margin chosenin a given application, many
ciphers are potentially vulnerable to attacks with special-purpose madines which have, say,
a cost-performanceratio which is by a factor of 21° to 220 (three to six orders of magnitude)



better than that of current PCs. This cortribution describesa designand successfulprototype
realization of such a special-purposecryptanalytical machine basedon low-cost FPGAs.

Recon gurable computing has been emergedas a cost e ectiv e alternative for various ap-
plications which require the power of a custom hardware but require the exibilit y provided
by a software baseddesign, e.g., in rapid prototyping. Cryptanalysis of modern cryptographic
algorithms requires massive computational e ort, often between 2% to 28° operations. A char-
acteristic of many (but not all) cryptanalytical algorithms is that they can run in a highly
parallel fashion with very little interprocesscommunication. Sud applications map naturally
to a hardware baseddesign, requiring repetitive mapping of the basic block, and can be easily
extendedby adding more chips asrequired. However, it should be stressedthat the mere avail-
ability of computational resourcess not the core problem, but providing massivwe computational
resourcesat a or dablecosts is. The non recurring engineeringcostsfor ASICs have put special-
purposehardware for cryptanalysis in almost all practical situations out of reach for commercial
or researd institutions, and have beenconsideredonly feasibleby government agencies.

An alternative approach to distributed computing with loosely coupled processorss based
on using the idle cyclesof the huge number of computers connectedvia the Internet, for instance
the SETI@homeproject [21]. The results of this approacd has been quite successfulfor some
applications (eventhough the con rmed detection of extraterrestrial life is still an open problem)
and is usedfor selectedproblemswhich are not viable with the computing power within a single
organization. Using distributed computing, howewer, has the disadvantage of, rst, having to
nd individuals who would beinterestedin joining to solve a problem and, secondly trusting the
nodesfrom intro ducing errors. Finally, for many code-breakingapplication, sharedcomputation
is not a method of choicein many cases.

In cryptanalysis, certain algorithms are very well suited for special-purpose hardware. A
prime example for this is an exhaustive key seard of the Data Encryption Standard
(DES) [11]. Sud a brute-force attack is more than two orders of magnitude faster when
implemented on FPGAs than in software on general purp ose computers at equivalert costs'.
Howevwer, for most crypto algorithms the cost-performance advantage of special-purpose hard-
ware over general-purpose CPUs is not quite as dramatic asin the caseof DES, particular for
public-key algorithms.

With the recert advent of low-cost FPGA families with much logic resources, eld pro-
grammable gate arrays provide a very interesting alternativ e tool for the massive computational
e ort required for cryptanalytic applications. In addition to the cost-performance advantage
over PC-basedmadhines, such a machine hasthe advantage over ASIC-baseddesignsthat it can
be usedto attack various dierent cryptosystems without the needto rebuilt a new madiine
ead time. This cortribution describesthe design,implementation, and applications of COPA-
COBANA 2, a massiwely parallel machine basedon FPGAs.

In the next Section, we presert a model for an optimized hardware architecture for breaking
codes which we realized as a custom-designedcomputing machine. We will presert the archi-
tectural concept and the realization of COPACOBANA, consisting of a badkplane, 20 FPGA
DIMM modules, and a cortroller card. In Section 3, we will discussthe architecture for an
exhaustive key seard of DES, which is perfectly suited for running on low-cost FPGAs. The

1Based on our implementational results, a single FPGA at a cost of B 40 (current market price) can test 400
million keys per second,a PC (Pentium4, 3GHz) for B 200 chedks 2 million keys per second. Hence, 5 FPGAs
can perform the sametask approximately 1000times faster than a PC at the samecost.

2Yes, we know, Rio de Janeiro's famous bead is spelled slightly di eren tly, Copacabana, but coming up with
the current name has made us already painfully aware of our limited abilities in the imaginativ e area.



implemenrtation is capable of searhing the complete key spaceat a rate of 400 million keys per
secondper FPGA. Finally, we deliver estimates of the expected capabilities of the completely
con gured COPACOBANA with respect to the preseried implementations.

2 Arc hitectures for Cryptanalysis

Many algorithms tackling the most important problemsin cryptanalysis can be implemented
on FPGAs. Howewer, code breaking involvesmore e ort than just programming a single FPGA
with a particular algorithm. Due to the enormousdimensionsof cryptanalytical problems, much
more resourcesghan asingle FPGA arerequired. What is neededis a powerful massiwely parallel
macdhine, tweaked to the needsof the targeted algorithms.

Most problems can be parallelized and are perfectly suited for a distributed architecture.
In our case,not much communication overhead is required. Convertional parallel computing
architectures, such as provided by Cray, can in theory also be usedfor cryptanalytical appli-
cations. Howewer, the cost-performanceratio is not optimized with this approad, resulting in
prohibitiv ely expensive attack machines. Similarly, many featuresof current high-end processors
are not required for the targeted cryptanalytical problems. For instance, high-speed communi-
cation betweenCPUSs, fast oating point operations, etc., cannot be usedin our cortext. All of
these features usually increasethe cost of such a device, which is in particular annoying when
they are super uous. Evena simple grid of convertional PCsis not e cien t, ascanbe seenfrom
implementations of DES: An implementation on a single low-cost FPGA can be more than 100
times faster than an implemenation on a corventional PC, while the FPGA is much cheaper
than the PC. But certainly there is a tradeo, e.g.,a small key spacemight be manageableby
PCs which are usually available in cortrast to special purpose hardware which must be pur-
chasedor build in this case. For larger problems howeer, a custom designis inevitable in order
to obtain a low-cost architecture with the required performance.

Our metric to decidewhether an architecture is \good" or not is a function of performance,
exibilit y, and monetary cost. A good performancemetric for hardware implementations is the
area-time (AT) complexity. Whenewer we can minimize the AT-complexity, the designcan be
called e cient. ASIC implementations can be AT-minimal and are the best choice for high-
volume applications. Howewer, ASICs are not exible sincethey can implement only a single
architecture. FPGAs in cortrast are reprogrammable and, thus, are exible. Moreover, if
only a relatively small number of chips (< 10 000) is required, FPGAs are preferable sincethe
production of ASICs is pro table only when targeting high volumes.

In the following, we describe an optimized architecture for cryptanalytical purposesand its
implementation as custom-designedFPGA macdhine. The rst prototype of COPACOBANA
hosts 120 FPGAs and was produced for B 8,980, including material and manufacturing costs.
The work at hand preseris the rst outcomesof the resulting prototype® of a hardware code
crader, built of low-cost FPGAs.

2.1 An Optimal Arc hitecture to Break Ciphers

The targeted DES brute-force attack (seeSection 3) hasthe following characteristic: First, the
computational expensive operations are parallelizable. Secondly single parallel instancesdo not
need to comnunicate with ead other. Thirdly, the overall communication overhead is low,
driven by the fact that the computation phase heavily outweighs the data input and output

®Note that at the time of writing, all tests have beenaccomplishedon a protot ype with a single DIMM module
since the remaining modules have not been available yet due to a production delay.



phases. In fact, all processesare computing most of the time, without any input or output.
Communication is almost exclusively usedfor initialization and reporting of results. A certral
control instance for the communication can easily be accomplishedby a corventional (low-cost)
PC, connectedto the instancesby a simple interface. No high-speedcommunication interface is
required. Forthly, a DES brute-force attack and the corresponding implementation call for very
litte memory. As a consequencethe available memory on contemporary low-cost FPGAs suc
asthe Xilinx Spartan3is su cien t.

By the use of low-cost FPGAs, we can build a cost-e cient reprogrammable and exible
architecture capableof hosting all targeted architectures.

2.2 Realization of COP ACOBANA

Recapitulating, the Cost-Optimized Parallel Code Breaker (COPACOBANA) tting our needs
consistsof many independert low-cost FPGAS, connectedto a host-PC via a standard interface,
e.g.,USB or Ethernet. Furthermore, sudh a standard interface allows to easily extend a host-PC
with more than one COPACOBANA device. The initialization of FPGAs, the cortrol, and the
accurrulation of results is done by the host. All time-critical computations are done by the
FPGAs, which realize the actual cryptanalytical architecture which is described in Section 3.
Sincethe exhaustive key seardy demandsfor plenty of computing power, the targeted platform

aggregatesup to 120 FPGAs (Spartan3-1000). Building a system of such a dimension with

commercially available FPGA boardsis certainly feasible,but comeswith a costpenality. Hence
we decidedto design,layout, and build our own hardware. We consideredseeral di erent design
options. Our cost-performance optimized designbecameonly feasibleby strictly restricting all

functionality to those directly necessaryfor code breaking, and to make se\eral design choices
basedon readily available componerts and interfaces.

2.2.1 Choice of the FPGA Type

We decidedto pick a contemporary low-cost FPGA for the design, the Xilinx Spartan3-1000
FPGA (XC3S1000,speedgrade -4, FT256 padaging). This comeswith 1 million systemgates,
17280equivalert logic cells, 1920Con gurable Logic Blocks (CLBs) equivalent to 7680slices,120
Kbit Distributed RAM (DRAM), 432Kbit Block RAM (BRAM), and 4 digital clock managers
(DCMs) [25].The choice for this chip was derived by an evaluation of sizeand cost over seweral
FPGA seriesand types. COPACOBANA is capableof holding up to 120 of suth FPGAs.

2.2.2  Arc hitectural Concept
The designof COPACOBANA is depicted in Figure 1 and consistsof

FPGA modules for the actual implementation of the preseried hardware architectures,

a backplane connectingall FPGA modulesto a commondata bus, addressbus, and power
supply,

and a controller card, connectingthe data bus and addressbus to a host-PC via USB.

2.2.3 FPGA Mo dules

A step towards an extendable and simple architecture has beenaccomplishedby the design of
small pluggable FPGA modules. We decidedto settle with small modulesin the standard DIMM



Figure 1: Architecture of COPACOBANA
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format, comprising 6 Xilinx XC3S1000FPGAs. Figure 3 shaws its realization as custom made
4-layer printed circuit board. The FPGAs are directly connectedto a common 64-bit data bus
on board of the FPGA module which is interfaced to the badplane data bus via transceivers
with 3-state outputs.

Figure 2. FPGA module (DIMM)

The DIMM format allows for a very compactcomponert layout, which is important to closely
connect the modules by a bus. Figure 2 depicts the chip arrangemen. From the experience
with current implementations on the sameFPGA type, we dispensewith active cooling of the
FPGAs at thesetimes. Depending on the heat dissipation of future applications, passiwe or
active cooling might be an option for an upgrade.

2.2.4 Backplane

The badkplane hosts all FPGA-modules and the cortroller card. All modules are connectedby
a 64-bit data bus and a 16-bit addressbus. This single master bus is easyto control becauseno
arbiter is required. Interrupt handling is totally avoided in order to keepthe designas simple



Figure 3: FPGA module (4-layer printed circuit board)

as possible. If the communication scheduling of an application is unknown in advance,the bus
master will needto poll the FPGAs.

Moreover, the power supply is routed to every FPGA module and the cortroller interface.
The badkplane distributes two clock signalsfrom the controller card to the slots. Every FPGA
module is assigneda unique hardware address,which is accomplishedby Generic Array Logic
(GAL) attachedto ewvery DIMM socket. Hence,all FPGA corescan have the samecon guration
and all FPGA modules can have the samelayout. They can easily be replaced in caseof a
defect. Figure 4 shows the prototype of the badkplane with a single FPGA module and the
cortrol interface card which will be described in the next subsection. The ertire bus has been
successfullytested by use of the prototype FPGA module with frequenciesof up to 50 MHz.
For the fully equipped board, the bus speedwill be limited to 33 MHz due to power dissipation.

2.2.5 Control Interface

Data transfer from and to the FPGAs and to the host-PC is accomplished by the cortrol
interface. We decidedto pick a small developmert board with an FPGA (CESYS USB2FPGA
[2]) in favor of a exible design. The developmert board comeswith a Xilinx XC2S200SPARTAN
Il FPGA (PQ208), an integrated USB 2.0 controller (CYPRESS FX-2), and 1 MByte SRAM.
Moreover, the board providesan easy-pluggable96-pin connectorwhich we usefor the connection
to the badkplane. In later versions of the design, it is also possibleto replace the FPGA
dewvelopmert board by a small microcortroller with a standard USB or Ethernet interface.

The controller hardware has to handle the adaptation of dierent clock rates: The USB
interface usesa clock rate of 24 MHz, the badkplane is clocked with 33 MHz, and the cortroller
itself is running at an internal clock of 133MHz. The internal clock is generatedby an external
clock synthesizer, the system clock is derived from a digital clock manager (DCM) presert on
the FPGA.

The main state machine of the cortrol interface is usedto

1. decade and executehost commandsreceived via USB,

2. program the FPGAs via the data bus in slave parallel mode,



Figure 4. Modules of COPACOBANA: Badkplane with FPGA module and conroller card

3. initialize (write to) FPGAs and start the computation, and
4. regularly poll the FPGAs and ched for new results.

Programming can be donefor all FPGAs simultaneously, for a set of sud, or for a particular
one. Since the targeted cryptanalytic applications do not require dierent code on distinct
FPGAs, a concurrert programming of all devicesis very helpful. Details of the implementation
of the cortrol logic can be found in [20].

2.2.6 Host-PC

The top level entity of COPACOBANA is a host-PC which is usedto program and cortrol all
FPGA implemertations. For this purp ose,a software library hasbeenwritten to issuecommands
to the USB connected[20Q] cortroller card of COPACOBANA. All software routines are based
on the closedsourcelibrary provided by the board manufacturer (CESYS). With the low-level
functions, FPGAs can be addressedand data can be stored and read to/ from a particular
FPGA. Further functions include the detection of the hardware and somecon guration routines
sud as, e.g., a badkplane reset. Higher-level functions comprise commandsat application level.
E.g., for the DES Cracker, we can store a certain plaintext in the DES units, etc.



2.2.7 Hardw are Cost

The total cost of the prototype of COPACOBANA amounts to B 8;980 and is composed of
the material and production costs of its componerts. Note that we did not include the NRE
designcostsfor the layout and for programming the FPGAs. Hencethe price of B 8;980are the
actual third party costswe have for the fully extended COPACOBANA excluding NRE costs.
Of course, in larger quartities further cost reductions should occur. Furthermore, the cost of
the host-PC hasnot beenincluded. Howewer, a PC for approximately B 200would be su cien t
to control the exhaustive key seart for COPACOBANA.

Table 1 lists the costsof the building blocks of COPACOBANA. For the FPGASs, we assume

Amount Type Price p.p. in B Total in B
20 FPGA card (mounting included, 100 2,000
price of FPGAs excluded)

20 Power card (for FPGA cards) 30 600
120 Xilinx XC3S1000FPGA 40 4,800

1 Backplane 950 950

1 Controller board 590 590

1 Power supply (ATX) 40 40
Total 8,980

Table 1: Material and production cost of COPACOBANA

a price per pieceof B 40 which, to our beliewe, re ects the actual price for the given quartity (>
100 pieces)but might di er depending on the point-of-sale and on the actual quantity*. E.g.,
for large volumes (> 250,000pieces) Xilinx statesthat this particular type of FPGA costsless
than B 10. Sincethis is the total cost of the prototype including somecostly but unnecessary
electronic parts, we assumea slightly lower price for the nal version of COPACOBANA.

3 Breaking DES

In this section, we describe the implemenation of a DES key seard on the targeted low-cost
FPGA, a Xilinx Spartan3-1000.

Ideally, the security of symmetric ciphersis dependert on the infeasibility of an exhaustive
key seartr. This requires examining through ead key in the possiblekey space. The cost of
the attack is calculated basedon the available technology and expected future dewelopmens.
Usually, the key sizeis chosensud that it allows for a fast and e cien t implementation of the
cryptosystem but making suc brute force attacks impracticable.

The Data Encryption Standard (DES) with a 56-bit key size was chosenas the rst com-
mercial cryptographic standard by NIST in 1977[11]. A key size of 56 bit was consideredto
be good choice considering the huge developmeri costs for computing power in the late 70's,
making a seart over all the possible2°6 keysimpractical. But DES hassurvived long beyond its
recommendedifetime and still is beingusedin legacysystemsor due to backward compatibilit y
reasons.The advancesin the hardware and decreasingcostshave made DES vulnerable to brute
force attacks.

4Depending on the quantit y, prices for the XC3S1000are in the range of B 10to B 70.



3.1 Previous Work

There hasbeenalot of feasibility studieson the possibleuseof parallel hardware and distributed
computing for breaking DES. The rst estimateswere proposedby Whiteld Die and Martin
Hellman [4] for a brute force macdiine that could nd the key within a day at US$ 20 million,
ewven though the authors later stated that this estimate had beentoo optimistic. The design
proposal consisted of millions of specially designedVLSI chips working in parallel and eath
capableof searhing one key in one microsecond.

A rst detailed hardware design description for a brute force attacker was presened by
Michael Wiener at the rump sessionof CRYPTO'93 and is reprinted in [23]. The machine could
be built for lessthan a million US$with 57,000 DES chips that could recover a key every three
and half hours. The estimates were updated in 1998 due to the advancesin hardware for a
million dollar machine to 35 minutes for ead key recovery [24].

lan Goldberg and David Wagner estimated the cost for building a DES brute force attacker
using FPGAs at US$45,000for a key recovery within ayear[5]. In 1997,a detailed cost estimate
for three di erent approactesfor DES key seart: Distributed computing, FPGAs, and custom
ASIC designs,was compiled by a group of cryptographers [1].

The real practical attempts at breaking DES were encouragedby the RSA SecretKey chal-
lengelaunched in 1997[19]. The challengewas a 24 character known-plaintext attack.

The rst challenge was solved by Rocke Verser, Matt Curtin, and Justin Dolske using the
DESCHALL distributed network in 1997. The RSA DES Challenge I1-1 was broken by dis-
tributed.net within 39 days in 1998. The RSA DES Challengell-2 was won by the Electronic
Frontier Foundation (EFF) DES hardware crader called Deep Crackin 1998within 56 hours[5].
The DES crader consistedof 1; 536 custom designedASIC chips at a cost of material of around
US$ 250,000and could seard 88 billion keys per second. The nal blow to DES was given by
the DES Challenge Il which was solved in 22 hours 15 minutes using the combined e ort of
Deep Crack and distributed.net

A rst low-costapproad in attacking a DES-basedprotocol wasrealizedby [3]. The authors
describetheir experiencesattacking the IBM 4758CCA with an o -the-shelf FPGA dewelopmen
board.

Though this proved to be an end for DES for many applications, the huge cost involved to
producing a machine like Deep Crack and accesgo foundries makesbuilding such madines still
impractical for smaller organizations. Therefore, we proposea more practical approac of an
o -the-shelf-FPGA basedhardware crader.

3.2 DES on FPGAs

When DES was rst proposedas a standard, its main application was seenin hardware based
implementations. Hence DES is extremely e cient in terms of area and speed for hardware
but unsuitable for a good software implementation due to the bit-level addressingin the design.
Therefore an FPGA implementation of DES can be more than a 100 times faster than an
implementation on a corvertional PC at much lower costs. This allows a hardware basedkey
seart engineto be much faster and e cien t comparedto a software basedapproad.

3.2.1 The Key Search Engine and Subspace Search

The main aim of our key seard engineis to chedk asmany keysas possiblein the leasttime to
nd the right key that could encrypt a known plaintext to its ciphertext that is made available.
It is obvious that such a key seard can be donein a highly parallelized fashion by partitioning



the key space. This requireshardly any inter-processcommunication, asead of the DES engines
can seart for the right key within its allocated key subspace.

For the DES engine,we implemented a highly pipelined designof the Universite Catholique
de Louvain's Crypto Group [18]. A single DES engine can test one keys per clock and the
pipelined architecture is adjusted such that the critical path is as small as possible, allowing
for a fast implementation. With COPACOBANA, we can t four sudh DES enginesinside a
single FPGA (Xilinx XC3S1000),and therefore allow for sharing of cortrol circuitry and the key
space. The designof the key seard with the four DES enginesinside an FPGA is as shown in
Figure 5.

Figure 5. Overview of an FPGA with four DES key seart units
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It consistsof a 64-bit Plaintext register and 64-bit Ciphertext register. The key spaceis
allocatedto ead chip asthe most-signi cant 15bit of the key which is stored in the Key register.
The Counter is usedto run through the least signi cant 39 bit of the key. The remaining two
bit of the 56-bit key for ead of the DES enginesis hardwired and is di erent for ead of them.
Thus, for every such FPGA, a task is assignedto seard through all the keyswith the 15 most-



signi cant bit xed, that is 2*! dierent keys. Figure 6 shows the partition of the key space.

Figure 6: Partition of the key spacefor one FPGA
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The clock rate per FPGA is 100MHz, hence,the key block can be seartied in 5; 500 seconds
which is approximately 1.5 h. The estimated running time for a complete key seard with
COPACOBANA is discussedin Subsection3.3.

3.2.2 Dividing the Key Space

The partitioning of the key spaceis done using a host-PC (described in Section2.2.6). The key
spaceis partitioned such that ead chip takesaround 90 minutes to ched through its allocated
key subspace,thus, avoiding huge communication requiremerts. This also allows the madine
to restart the key seard easily from a previous state if a power failure occurs. The generated
cipher text (CT) is comparedto that of the given Ciphertext stored in the register, using the
comparator (cmp) block. The results of the four comparators are ORed and reported to the
cortroller. If any of the DES enginesprovidesa positive match, the cortroller reports the courter
value to the host-PC. The host-PC keepstrack of the key range that is assignedto eat of the
FPGAs and, hence,can match the right key from a given courter value. If no match is found
until the counter over ows, the FPGA reports completion of the task and waits for a new key
spaceto be assigned.

Sinceead FPGA can seart through its key spacetotally independert of any other FPGA,
only the host-PC needsto keep track of the number of FPGAs and the allocated key space.
This kind of architecture for the key seard engine makesit easily extendable, allowing more
FPGAs to be added when required. The estimated time to complete the key seart using
COPACOBANA s discussedin the following.

3.3 Exhaustiv e Key Search with COP ACOBANA

The running time for an average DES key seart can easily be estimated basedon the imple-
mented architecture. Starting from the existing implementation, we can operate ead of the
FPGAs at 100 MHz and, therefore, eath FPGA can ched four keysewvery 10 ns. Consequetly,
a partial key spaceof 2*1 keyscan completely be cheded in 23° 10 ns by a single FPGA, which
is approximately 90 minutes. Since COPACOBANA will host 120 of theselow-cost FPGAs, the
key searh madhine will chedk 4 120= 480keysevery 10 ns, i.e., 48 billion keysper second.To
nd the right key, COPACOBANA hasto seart through an averageof 2°° di erent keys. Thus
on average, COPACOBANA can nd the right key after (2°° 10)=480 ns which is approximately



8:7 days. The time required for loading the plaintext, ciphertext and key spaceallocation are
ignored as they are negligibly small comparedto the overall running time.

3.4 A Case-Study: Cracking Norton Diskreet

In the 1990s,Norton Diskreet, a part of the well-known Norton Utilities padkage, was a very
popular encryption tool. Diskreet can be usedto encrypt single les as well asto create and
manage encrypted virtual disks. The tool provides two encryption algorithms one can choose
from, a (cryptographically very weak) proprietary algorithm and the data encryption standard
in CBC-Mode®. Parts of the interna and aws of Diskreet we considerin the following, have
alsobeenreported in newsgrouppostings by Gutmann [14] and Kocher [12].

3.4.1 DES-Key Generation

To encrypt a le or virtual disk, Diskreet asksfor a password with a minimal length of 6 and
a maximal length of 40 bytes. From this password a 64-bit DES-Key is generated, where as
usual only 56 bit are actually used. The passwrd-to-key mapping works as follows: First,
leading whitespace characters are removed. Secondly the C-code depicted below is executed
which transforms lowercaseto uppercasecharacters, divides the password into 8-byte blocks
and computesthe XOR-sum of these blocks.

unsi gned char deskey[8] ={ 0,0,0,0,0,0,0,0 };
for( i =0; i < pwength; i++)
{

}

The resulting XOR-sum is usedas DES-key. It is easyto seethat this method of key generation
is totally awed, since the password-to-key mapping is not chaotic at all. Large \classes" of
passwords are mapped to very restricted parts of the key space. More precisely depending on
the kind of charactersof a password we obtain the following interesting subspace®f the DES-key
space:

deskey[ i %8 ] ~= toupper(password[ i ]);

Key space : Let usassumethat all characters of a password are from the setfA :::, Z
@[,n],”" _g This is the setof all ASCII charactersin the range 64-95. Thus, the binary
represenation of ead password character has the form 010xxxxx. Hence, due to the XOR
operation eat byte of the resulting DES-key can either have the form 010xxxxx or 000XXXXX.
Whether a key byte correspondsto the rst or the secondform dependson the position of the
byte and the length of the password. It is easyto seethat the password length modulo 16
uniquely determineswhich byte of a key matcheswhich pattern, i.e., for a particular password
length mod 16, there is exactly one key pattern. Table 2 shows the 16 possiblekey patterns.
Sincethe least signi cant bit of eat key byte is a parity bit, contains in total 16 232 = 236
DES-keys. If the password length is known a priori, the e ectiv e key length reducesto 32 bit.

Key space : Let usassumethat the password only consistsof 7-bit ASCII characters. Then
ead key byte matches the pattern Oxxxxxxx, where the least signi cant bit can be ignored
again. Hence, cortains 2% keys.

SMore precisely, a slightly modied variant of DES is implemented, i.e., a xed non-standard permutation is
applied to all 8-byte blocks of the inputs and outputs (plaintext, ciphertext and DES-Key) of the DES-routines.



PW length DES key pattern (64= 8 8 bit)

mod 16
0 000xxxxx 000xxxxx 000xxxxx 000xxxxx 000xxxxx 000xxxxx 000xxxxX 000XXXXX
1 010xxxxx 000xxxxx 000xxxxx 000xxxxx 000xxxxX 000xxxxx 000xxxxX 000XXXXX
2 010xxxxx 010xxxxx 000xxxxx 000xxxxx 000xxxxx 000xxxxx 000xxxxX 000XXXXX
3 010xxxxx 010xxxxx 010xxxxx 000xxxxx 000xxxxx 000xxxxx 000xxxxX 000XXXXX
4 0210xxxxx 010xxxxx 010xxxxx 010xxxxx 000xxxxX 000xxxxx 000xxxxXx 000XXXXX
5 010xxxxx 010xxxxx 010xxxxXXx 010xxxxx 010xxxxx 000xxxxX 000xxxxX 000XXXXX
6 010xxxxx 010xxxxx 010xxxxx 010xxxxx 010xxxxx 010xxxxX 000xxxxX 000XXXXX
7 0210xxxxx 010xxxxx 010xxxxx 010xxxxx O0LOXxxxX 010xxxxx 0LO0xxxxX 000XXXXX
8 010xxxxx 010xxxxx 010xxxxXx 010xxxxX 010xxxxX 010xxxxX 0LOxxXxX 0LOXXXXX
9 000xxxxx 010xxxxx 010xxxxXX 010xxxxX 010xxxXxX 010xxxxX 0LO0xxXxX 0LOXXXXX
10 000xxxxx 000xxxxx 010xxxxx 010xxxxx O0LOXxxxX 010xxxxXx 0LOXXXXxX 0LOXXXXX
11 000xxxxx 000xxxxx 000xxxxXx 010xxxxx 010xxxxX 010xxxxX 0LOxxXxX 0LOXXXXX
12 000xxxxx 000xxxxx 000xxxxx 000xxxxx 010xxxxx 010xxxxX 0LO0xxxxX 0LOXXXXX
13 000xxxxx 000xxxxx 000xxxxx 000xxxxx 000xxxxX 010xxxxx 0LOXXXxX 0LOXXXXX
14 000xxxxx 000xxxxx 000xxxxx 000xxxxx 000xxxxx 000xxxxX 0LOxxxxX 0LOXXXXX
15 000xxxxx 000xxxxx 000xxxxx 000xxxxx 000xxxxx 000xxxxx 000xxxxX 0LOXXXXX

Table 2: DES key patterns depending on password length modulo 16 for key space

Key space : If weconsiderpasswords consistingof arbitrary 8-bit ASCII charactersthen we
obtain the whole DES-key spacewhich cortains 2°6 di erent keys. We denotethis key spaceby

3.4.2 Password Check

Before performing a decryption, Diskreet rst cheds whether the correct password has been
supplied. To enable this kind of veri cation process,Diskreet does the following additional
stepsprior to the actual encryption of userdata: Diskreet puts the XOR-sum of the DES-key K
destinedfor encryption and a 8-byte mask M in the headerof the le which is usedfor storing
the encrypted data. Then it encrypts the part of the headerwhich contains K M with K
using DES in CBC-Mode. We denotethe corresponding 8-byte ciphertext by C. After that, the
mask M is stored in the plaintext part of the header.

Hence,in order to verify the correctnessof a key K ? one simply needsto test the following
equality®

K°= DES.5C) M c° 1)

where CO denotesthe 8-byte block of ciphertext which is located just before C. In the caseof
Diskreet's password ched, K ®is generatedfrom the entered password by applying the mapping
described in Section 3.4.1.

3.4.3 Key Search using COP ACOBANA

An exhaustive key seard for Norton Diskreet can easily be performed by a slight modi cation
of the circuit depicted in Figure 5. Due to marginal changes,we still assumefour DES cores
on a single FPGA. The register for the plaintext cortains the constart C from Equation 1, the
register for the ciphertext contains the (constart) value of M C%which can be computed in
advance on the host-PC. Instead of simply comparing the actual result of a decryption with

5Note that the equality chedk ignores the least signi cant bit of each byte.



the value of the ciphertext register, we now have to compute an XOR of the register's content
with the actual key and compare the result with the corresponding output of the DES core.
Hence, an additional XOR operation is required. Note that the DES core is pipelined and the
particular key of the current output still is presen in the last pipelining stage and does not
require additional storage’.

Depending on the actual key space( , , or ), the courter output hasto be connectedto
the four DES coresin di erent ways. In the caseof key space , the key seard can be adopted
from Paragraph 3.2.1. The overall runtime of an averagekey seard of 2°° keysdoesnot change.
With key space , the xed part of the key can be reducedto 7 bit, reducing the time of an
averageseard of 2% keysby a factor of 22 comparedto key space . For the key space , the
xed part of the key can be hard-wired and the counter can be reducedto 30 bit. In order
to cover all possiblekey patterns (see Table 2) we can, e.g., use a simple 16-bit barrel shifter
with the rst 8 bit setto zero and the second8-bit setto one. The rst 8 bit are connected
to the secondbit in ewery byte of the key. With ewvery courter over ow of the 30-bit courter,
the barrel shifter performs a cyclic shift and, hence,changesthe valuesof the key accordingto
Table 2. We need16 counter over ows to cover all possiblepassword lengths modulo 16. In this
case,the averageseart is reduced by a factor of 22° comparedto key space . If in addition
the password length is known a priori, the barrel shifter is not required and the averageseard
can be reducedby another factor of 24. Table 3 summarizesthe number of DES operations and
absolute timings required to break a Diskreet cipher with COPACOBANA.

Key Remark Av erage number of Runtime
space DES decryptions
Known passwvord length 231 44.7 msec
Unknown password length 235 0.72sec
7-bit ASCI|I 247 48.9min
8-bit ASCII 2°%° 8.69d

Table 3: Breaking Norton Diskreet with COPACOBANA

Obviously, a awed key derivation function such as the one usedin Norton Diskreet dra-
matically reducesthe security of a cryptosystem. Compared to an average seard time of 8.7
days for the complete key space , a key seard for Norton Diskreet takeslessthan 50 msin the
fastest case,neglecting the setup phase of COPACOBANA for initializing the registers. Note
that this cryptosystem allows for a maximum key spaceof size 26 with an elaborate choice of
the passwrd. From a practical point of view however, the user hasto face seweral obstacles
regarding the input of passwords®, preverting a simple input of securepassphrases.

Note that theseresults are only estimatesbasedon a running implemertation of the design
as described in Section 3.2. Howewer, both architectures are basedon the sameDES core and,
thus, we do not expect a deviation from the estimatesin caseof an actual implementation.

"Due to the DES key schedule the key at that stage hasto be shifted (permuted) beforethe XOR computation
which can be accomplished by hardwiring.

8E.g., the input of ASCII symbols hasto be done by typing the corresponding ASCII code, etc.



4  Further Cryptanalytical Applications

COPACOBANA can be deployed in various application scenarios. One important application
concernsthe current schemefor madine readabletravel documerts alsoknown asePass. In the
following, we will show how such an architecture can be usedto accelerateattacks on the ePass.

Beside a brute force attack against symmetric ciphers, we briey sketch two further crypt-
analytical applications which can e cien tly beimplemented on COPACOBANA.:

Factorization with the Elliptic Curve Method (ECM).

Attacking ECC by solving discrete logarithms on elliptic curveswith a parallel variant of
Pollard's Rho method.

4.1 ePass

Oneimportant application of our architecture concernsthe current schemefor macine readable
travel documerts, alsoknown asePass,which is initiated by organizations® in United Statesand
seweral other countries to deploy biometric and RFID technologiesfor border and visa cortrol.

The claimed goal is to enhancesecurity, protect against forgery and manipulation of travel doc-
uments and easeidentit y cheds. The initiativ e hasbeensubject to many political and technical
debates. Seeral researters have pointed out the security and privacy weaknesse®f the de-
ployed schemesand proposedimprovemerns (see,e.g.[8, 9]). The cryptographic parts of the
schemeshall consist of a Passive Authentication, Basic AccessControl and an Activ e Authenti-

cation. WhereasPassiwe Authentication meansthat the data stored on an ePassare signed by
the issuing nation, Basic AccessControl should setup a secure(con dential) channel between
the reader device (part of the inspection system) and the ePasschip and Activ e Authentication

is deployed for anti-clonig purposesand requiresan integer factorization basedsignature scheme
implemented on the ePasschip. Note, that both Basic AccessControl and Activ e Authentica-
tion are optional medanisms. Basic AccessControl is already implemented, e.g.,in Germarny
and the Netherlands.

Current realizations of Basic AccessControl deploy symmetric cryptography (Triple-DES)
and generatethe corresponding encryption and authentication keysfrom passport information
that is visible in the physical documert (e.g., serial number, date of birth and expiration date).
More concretly, the key derivation scheme (e.g., implemented in reader devices)includes three
computations of SHA-1, one to derive the chip individual key K _Seed, and two consecutie
computations that derive encryption key K_Enc and authentication key K_MAC. One of the
main concernspointed out by many experts is the low ertropy of this visible information being
insecure for key generation. The scheme has been already successfullyattacked using o ine
dictionary attacks?©.

Using our hardware architecture this kind of attack can be mounted in much shorter time,
and even real-time, i.e., the time neededto passthe inspection system. Note that the dictionary
attack can be acceleratedby pre-computing possibleencryption keys using SHA-1 in advance.
Then our hardware only hasto ched for a matching of ciphertexts implemerting Triple-DES
only.

®More concretely, the International Civil Aviation Organization (ICA O).

Y Experiments on the Netherlands' epassdemonstrated that the encrypted information can be revealed in 2
hours after intercepting the communication, see http://www.riscure.com/news/pa  ssportht ml. The issuing
schemein the Netherlands has about 35 bits of entropy.



Moreover, we are currently working on a devicethat can cortinuously read and record RF
basedcomnunication at public placeswith high ePassdensity like airports. After the real-time
decryption with our DES cradker, the information can be injected into distributed databases.
Having installed such deviceson many di erent airports and other similar placesone can trace
any personsimilar to tracing padkagessert using postal servicessuch as UPS.

4.2 Factorization

Sincethe introduction of public-key cryptography, the problem of factoring large compositesis
of increasedinterest. These days, the by far most popular asymmetric cryptosystem is RSA
which was deweloped by Ronald Rivest, Adi Shamir and Leonard Adleman in 1977 [17]. The
security of the RSA cryptosystem relies on the di cult y of factoring large numbers. Hence,the
dewvelopmert of a fast factorization method could allow for cryptanalysis of RSA messagesind
signatures. The best known method for factoring large integersis the General Number-Field
Siewe (GNFS). One important step within the GNFS is the factorization of mid-size numbers
for smoothnesstesting, an e cien t algorithm for which is the Elliptic Curve Method (ECM).
SinceECM s suitable for parallelization, it is promising to be implemented in hardware.

The algorithm itself is almost ideal for improving the area-time product through special pur-
posehardware. First, it performsa very high number of operations on a very small set of input
data, and s, thus, not very I/O intensive. Secondly it requiresrelatively little memory. Thirdly,
the operandsneededfor supporting GNFS are well beyond the width of current computer buses,
arithmetic units, and registers, sothat special purp osehardware can provide a much better t.
This justi es the higher developmert costscomparedto a solution with DSPs. Lastly, it should
be noted that the nature of the application allows for a very high degreeof parallelization.

The computation of ECM is a classicalexample for an algorithm that can be signi cantly
acceleratedthrough special-purpose hardware. The rst reported implementation of ECM in
hardware was usedto factor numbers of up to 200 bit [13]. Howewer, the monetary cost of the
System-on-Chip hardware is quite high. Practical applications demand for a cheap realization
of suth ECM units. Therefore, a hardware platform consisting of many low-cost FPGAs seems
to be an appropriate choice. As a result of the simple cortrol logic for the ECM algorithm, no
complex microcontroller is required and most logic can easily be put into the FPGA.

4.3 Elliptic Curv e Discrete Logarithm

As we have seenin Section 4.2, the security of the popular asymmetric cryptosystem RSA is
basedon the dicult y of factorization. Besidesfactorization, many public-key cryptosystems
are basedon the dicult y of solving discrete logarithms in cyclic groups, known as the Dis-
crete Logarithm Problem (DLP). A popular choice of sud is the Elliptic Curve Cryptosystem
(ECCQC) [7]. In cortrast to the more e cien t index-calculus attack on the DLP over nite elds
on which, e.g., the Digital Signature Algorithm (DSA) is based,it is believed that ECC allows
only for genericattacks sud asthe Pollard's rho (PR) method [16, 22]. This bene t yields much
shorter underlying bit lengths for ECC (160...256bit) comparedto RSA or DLP in nite elds
(1024...4096bit) at an equivalent level of security [10].

Attacking ECC requiresthe samealgorithmic primitiv esasthe cryptosystem itself, namely
point addition and point doubling. Similar to the caseof ECM in the previous section, these
primitiv es can be implemented very e ciently in hardware. A parallel PR algorithm is de-
scribedin [22]. The rst and, to our knowledge,only publication describingan actual hardware
implementation of Pollard's Rho suitable for COPACOBANA is [6].



The PR algorithm essetially does a great many computations without the necessiy of
communication. Only particular results have to be reported to a certral cortrol unit, which can
be realized by, e.g., a host-PC connectedto the FPGA. The parameterization of the algorithm
can be optimized for a low area-time product and a low communication overhead. Hence,the
reports of the PR units to the host occur not very frequertly.

5 Conclusion and Future Work

Cryptanalysis of symmetric and asymmetric ciphers is computationally extremely demanding.
It is fair to beliewe that breaking codeswith corvertional PCs and super-computersis far too
expensiwe. Bit-sizes of keysare chosensud that convertional methods of code breaking fail. The
only promising way to tackle existing ciphersis to build special-purpose hardware, dedicated
solely to suitable algorithms such asthose preserted in this paper. Convertional parallel archi-
tecturesturn out to befar too complexand, thus, are not cost-e cient in solving cryptanalytical
problems. Most of these problems can be parallelized easily and we show that the corresponding
algorithms can be parameterized to lower the communication overhead. We presen a cost-
e cien t hardware architecture (COPACOBANA) for lessthan B 10,000(including material and
production costs)which results from the algorithmic requiremerts of the targeted cryptanalytic
problems.

The work at hand presers the designand rst prototype of a cost-e cient designful lling
the request. In its nal extension, COPACOBANA will host 120 low-cost FPGAs. We shawved,
e.g., how the Data Encryption Standard (DES) can be broken within 9 days. The hardware
designconsistsof reprogrammablelogic and can be adopted to any suitable task, not necessarily
restricted to code breaking.

We presert an architecture and its implementation for an extremely e cien t exhaustive
key-seartr for the DES. With the implementation at hand, 48 billion keys can be tested per
secondwith the COPACOBANA architecture, allowing for an averageseard time of lessthan 9
days. Eventhough DES has beenreplacedby the new Advanced Encryption Standard (AES),
we believe that many existing cryptosystemsstill use DES for compatibility or legacy reasons.
Hence, a low-cost DES cradker might nally give the incentive to replace DES. As shawn in
this paper, COPACOBANA can also be usedfor attacking passwrd-basedDES systemssudc
as Norton Diskreet. Obviously, a awed key derivation function suc asthe oneusedin Norton
Diskreet can dramatically reducethe security of such a system. Comparedto an averageseart
time of 8.7 days for the complete key space,a smart key seard for Norton Diskreet can take as
little as 50 ms depending on the passphraseusedasinput to the key derivation function.

Besidesan exhaustive key seard, we furthermore sketched two possibleapplications for CO-
PACOBANA, namely the elliptic curve method for factorization and Pollard’'s Rho for attacking
ECC.

Future work includes completion and optimization of the brute-force attack for the fully con-
gured COPACOBANA. The implemertation hasto be optimized to guaranee best possible
throughput.

Recapitulating, COPACOBANA is the rst and currently the only available low-cost design
to solve cryptanalytical challenges. COPACOBANA was intended to, but is not necessarily
restricted to solving problems related to cryptanalysis. Almost certainly there will exist more
interesting problems apart from cryptology, which can be solved e cien tly with the designat



hand. In an ongoing project, we plan to apply the Smith-Waterman algorithm [26, 15] for
scanningsequence®f DNA or RNA against databases.
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