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Abstract

Sincetheir invertion in the mid 1980s,Elliptic Curve Cryptosystems (ECC) have become
an alternativeto commonPublic-Key (PK) cryptosystemssud as, e.g.,RSA. The utilization
of Elliptic Curves(EC) in cryptography is very promising becauseof their resistanceagainst
powerful index-calculus attacks. For a similar level of security, ECC allows for e cient
implemerntation due to a signi cantly smaller bit size of the operands. It is widely accepted
that the only feasible way to attack actual cryptosystems is the application of dedicated
hardware. In times of continuous technological improvemerts and increasing computing
power, the question of the security of ECC againstattacks basedon special-purposehardware
arises.

This work presens an architecture and the corresponding FPGA implemertation of an
attack against ECC over prime elds. We describe an FPGA-based multi-pro cessinghard-
ware architecture for the Pollard-Rho method which is, to our knowledge, currently the
most e cien t attack against ECC. The implemenrtation is running on a contemporary low-
cost FPGA which allows for a much better cost-performanceratio than convertional CPUs.
With the implementation at hand, a fairly accurate estimate about the cost of an FPGA-
basedattack can be given. We will project the results on actual ECC key lengths (160 bit
and above) and estimate the expected runtimes for a successfulattack. Since FPGA-based
attacks are out of reach for actual key lengths, we provide estimatesfor an ASIC design.

As aresult, we considerECC over over prime elds to be far more securethan commonly
believed. We show that the security of ECC-163 against hardware attacks is several orders
of magnitude harder than that of RSA-1024. As a consequencecurrently usedelliptic curve
cryptosystemsare infeasibleto break with available computational and nancial resources.

Keyw ords: discrete logarithm, elliptic curve cryptosystem, cryptanalysis, Pollard's Rho,
hardware, public-key, eld programmable gate array.

1 Intro duction

The Elliptic Curve Cryptosystem (ECC) wasproposedindependertly by Neil Koblitz and Viktor
Miller in 1985[19, 15] and is basedon the dicult y of the Di e-Hellman Problem (DHP) in
the group of points on an Elliptic Curve (EC) over a nite eld. The DHP is closely related
to the well studied Discrete Logarithm Problem (DLP). In cortrast to the more e cien t index-
calculus attacks on the DLP over nite elds, ECC only allows for generic attacks sud asthe
Pollard's Rho method [22, 25]. This benet yields much shorter underlying bit lengths for ECC
(160...256bit) comparedto RSA or DLP in nite elds (1024...4096bit) at an equivalert level

of security [17].



Sinceits introduction, ECC has beenextensiwely studied not only by the researti commu-
nity but alsoin industry. In particular, there are seweral standards involving ECC, sud asthe
IEEE P1363[13] standardization e ort and the banking standards [2, 1]. All modern security
protocols such asIPSec[14], SSL[10Q], TLS [6] use symmetric-key algorithms as well as public-
key algorithms. Providing highly arithmetic-in tensive public-key primitiv esis often challenging
due to the high memory and power consumption. It is important to point out that ECC bene-
ts from shorter operand sizescomparedto, e.g., RSA or DSA, and is becomingan attractiv e
alternative to such systems.

The security of nearly all practical cryptosystemsis basedon computational assumptions.
From a mathematical point of view, it is not impossibleto reveal the secretinformation without
the secretkey: The ciphertext rather is encrypted sud that it is infeasibleto break with current
cyptanalytical algorithms and computational resources.Due to technological improvemerts and
the cortinuous increaseof computing power, it becomesmore and more important to encrypt
con dential data with cryptographic systemsat an appropriate level of security, re ected by an
adequate choice of the key length to prevent attacks from becomingpractical.

For RSA and DLP in nite elds, many publications addressthe issue of hardware-based
attacks and provide security estimatesbasedon proposalsof architectures attacking suc cryp-
tosystems. For ECC howewer, no precisearchitecture for a hardware attack has beendescribed
yet. Cryptanalysis of ECC requiresthe samealgorithmic primitiv esasthe cryptosystem itself,
namely point addition and point doubling which can be implemented very e cien tly in hard-
ware. A parallel algorithm, the parallel Pollard's Rho, is describedin [25]. To our knowledge,no
actual results of a hardware implemertation of Pollard's Rho algorithm for solving the ECDLP
has beenpublished yet.

With the paper at hand, we will presert rst results of a hardware implemenation of an
attack against ECC over prime elds, giving raiseto a security evaluation of ECC taking crypt-
analytical hardware into accourt. We proposean e cien t architecture for the parallel variant
of Pollard's Rho method and its implementation in hardware. Besidesthe hardware architec-
ture which hasbeencompletely programmedin VHDL and realized on a contemporary low-cost
FPGA (Xilinx Spartan-3), this project involvesexternal software componerts required for man-
aging the hardware componerts. Upon rst results of the running hardware implemertation, we
estimate the expected runtime to break ECC for actual security parameters. A comparison of
the security of RSA and ECC for bit lengths of practical interest will be discussed.In this con-
text, we give estimatesfor an ASIC design, solely dedicatedto tackle actual ECC Challenges|[3]
with our architecture.

We will commencewith a brief review of related publications in Section 2, including work
regarding ECC operationsin hardware aswell ase cien t attacks on ECC. Section3 coversrele-
vant mathematical badkground on cryptanalysis of ECC. Sinceour focusis a security evaluation
of a generic ECC over prime elds, we will not describe attacks on particular curves known
as'weak' curves. Furthermore, we will not restrict ourselvesto particular standardized curves,
allowing for an e cien t implementation. Section 4 provides the choice of parameters for the
Multiple ProcessorParallel Rho (MPPR) algorithm and the construction of an architecture of
MPPR with an emphasison its application in hardware. The realization of the preseried MPPR
architecture on FPGAs is discussedin Section5. We will analyze our results in Section 6 and
comparethe runtime and resourceconsumption of our software and hardware implemenrtation.
With the results, we are able to give an estimate of the expectedruntime of attacks againstECC



over GF (p) and recert ECC challenges. Finally, Section 7 summarizesmost important ndings
and concludesthis cortribution.

2 Previous Work

We briey summarize previously published results of importance to this cortribution. Relewvant
work includes publications describing attacks against ECC in hardware. To our knowledge,
there is no actual hardware implementation realizing suc an attack. Sincethe method of choice
for attacking ECC is Pollard's Rho which involves EC group operations, recent results on the
e ciency of EC group operations over GF (p) in hardware are of major interest.

2.1 Hardw are for ECC over Prime Fields GF(p)

The work of [20] suggestsa designfor a scalableGF (p) elliptic curve processorin programmable
hardware. The authors implemerted an arithmetic unit on an FPGA capableto perform eld
additions and semi-systolicmultiplications required for projective EC computations. The system
runs at 40 MHz and requires 11;416 Look-Up Tables (LUTs), 5;735 Flip-Flops, and 35 Block-
RAMS for computations on the EC over GF (2192 264 1). A point operation can be performed
in 2,976 clock cycles(62 s).

In [21], the authors follow a similar approad: The architecture is basedon a v e-layered
designusing Montgomery represenation for a fast modulus reduction. Computations are prefer-
ably donein projective coordinates but an interface for using a ne points asinput is o ered.
For curvesde ned over GF (p) with p of size of 160 bit, a point addition and doubling can be
computed in 6776 (74 s) and 6438 clock cycles (70 s), respectively. The architecture can
be operated at a maximum clock speedof 91 MHz on a Virtex-E XCV1000 FPGA. The area
consumption is equivalert to [20].

The authors of [4] proposedan architecture relying only on a ne coordinates. Comparedto
hardware for projective coordinates, the additional inverter circuit reducesthe overall runtime
for a single point computation but yields to an increasein area. According to the authors, an
area consumption of 1; 854 slicesand a maximum clock speedof 40 MHz can be achieved on a
Xilinx Virtex-2 XC2V2000FPGA for a bit length of p of 160bit. A point addition and doubling
requires 809 (20.2 s) and 972 clock cycles(24.3 s), respectively.

2.2 Hardw are Attac ks against ECC

Proposalsof hardware-basedattacks are very rare and thosewhich exist do not apply to the scope
of this work. The most important work in this eld is provided by [25]: Besidesan algorithmic
improvemert to allow for e cien t parallelization of Pollard's Rho method, the authors estimate
the cost of a dedicated hardware solving the DLP over a curve over GF (21°°) to 32 days for
US$ 10 million. Howewer, speci c details of the parametrization of the algorithm are omitted.
In cortrast to curvesover GF (2™), curvesover GF(p) have not beenexaminedyet.

3 Mathematical Background

In the following, we will briey introduce to the mathematical badcground relevant for this
paper. We will start with a review of the Elliptic Curve Discrete Logarithm Problem (ECDLP)
and describe possibleways of solvingit. For the scope of this paper, a parallel variant of Pollard's
Rho method is of major interest and will be described in more detalil.



3.1 The Elliptic Curv e Discrete Logarithm Problem

The ECDLP basically is an extensionof the DLP in nite elds. The security of many crypto-
graphic protocolssud as, e.g.,the Di e-Hellman key exchange[7] and the EIGamal encryption
scheme([8] is basedon the DLP.

ECDLP over GF(p)
Let p be a prime with p> 3 and F, = GF (p) the Galois Field over p. Given the elliptic curve

E:y?>=x3+ax+b;

with a;b2 F, and 4a% + 277 6 0, two points P;Q 2 E(Fp), and hPi generator of a su cien tly
large subgroup. Find the integer * sud that

P=0Q; (1)

where Q 2 HPi holds. The parameter * often is denoted as the elliptic curve discrete logarithm
" = logy(Q).

The de nition of the DLP in nite elds applies modular multiplication as group operation.
Exponertiation denotesa repeated group operation. In the caseof elliptic curves,the modular
multiplication transforms to the so-calledpoint addition. The exponertiation translates to a
repeatedpoint addition, often denotedaspoint multiplication, forming the basisof the ECDLP.
Index-calculus methods againstthe DLP over nite elds are basedon multiplicativ e character-
istics of such and are not applicable to cyclic groups of points over elliptic curves. Therefore,
currently only square-root algorithms remain as candidatesfor solving the ECDLP and will be
discussedin the next section.

3.2 Known Algorithms to solve the ECDLP

Most known attacks on ECC have exponertial complexity. This statemert holds for generic
curvesand excludesattacks on special subclassedik e supersingular and anomalouscurves. This
paper intends to analyzethe security of cryptosystemsbasedon cryptographically strong curves
and, thus, weak curvesare not considered.

The ECDLP, i.e., the solution °~ of Equation (1) can be computed by using following tech-
niques:

Narve exhaustive seard: This method sequemially adds the point P 2 E(Fp) to itself.
The addition chain P;2P;3P;4P;::: will evertually reach Q and yield ~ with = P = Q.
In the worst case,this computation cantakeup to n 1 stepswheren = ord(P), making
this attack infeasible for practice when n is large.

Baby Step Giant Step (BSGS): The BSGS algorithm is an improvemert to the nave
exhaustive seard [24]. It takes advantage of ideal class numbers of quadratic elds in
two dierent stepsesvhich needto be combined afterwards. For n = ord(P), temporary
memory for about = n points and approximately an additional = n computational steps
are required. Due to its high memory complexity, BSGS is not of interest within this
contribution.

Pollard's Rho: The Pollard Rho attack was proposedby J. Pollard in 1978[22] and is a
collision basedalgorithm relying on a random walk in a cyclic group and, thus, can be

4



applied to the group of points on an elliptic curve. The random walk computes a trail

of points on the elliptic curve and evertually endsin a cycbe, revealing the solution of
the ECDLP. Although having a similar time complexity of n=2 comparedto BSGS,
Pollard's Rho is superior due to its negligible memory requiremerts. In combination

with adequate parallelization, Pollard's Rho method is the fastest known attack against
ECC [12]. In the following, we di eren tiate betweenthe original Pollard's Rho method, the

Single-ProcessorPollard's Rho (SPPR), and its parallelizedvariant, the Multiple-Pro cessor
Pollard's Rho (MPPR) which is discussedin more detail in the following.

3.3 Multi-Pro cessor Pollard-Rho (MPPR)

The MPPR for solving the ECDLP has beenproposedin [25 and basically is a variant of the
previously preserted SPPR with somemodi cation for optimal parallelization, yielding a linear
speed-upwith the number of available processors.Becauseof the fact that a set of processors
W can not easily contribute to the work on a singletrail due to limitations in data distribution,
another approad is favored for the MPPR.

Each processomw; 2 W starts an individual trail but doesnot focuson terminating in a cycle
like in SPPR. The primary goalis to nd collisions of di erent computationally independert
trails. For this purpose,a selectioncriteria for points on the trail is de ned, marking a small
partition of all computable points as"distinguished". In our casewe simply assignthis property
to points with the bits of an x-coordinate shaving a speci ¢ number of consecutiwe zeros. When
a trail arrivesat a so-called Distinguished Point (DP), the corresponding processortransmits
the DP to a certral server which keepstrack of all submitted DP and cheds for duplicates. In
caseof a duplicate, a collision is found and the algorithm terminates successfully

The di erence between SPPR and MPPR becomesapparert from Figure 1. Instead of a
singletrail, every instance of Pollard's Rho computesits own trail. Every dark spot in the trail
of a processorcorrespondsto a DP. An evertual collision of two trails in a commondistinguished
point is highlighted in the gure for the processorsws and wy.
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Figure 1. Multi-Pro cessorPollard’'s Rho



In cortrast to the application of completely independert SPPR instances, the certralized
collection of DP in the MPPR achievesa linear Bpeed—upwith multiple instances. On average,
a collision occurs after the computation of T = n=2+ c points, where n is the order of the
actual subgroup. The certral unit will detect the merging of two trails when the next DP in the
(joint) trail is found. The term c takesthe additional overheadof collecting points in a joint trail
into accourt. If we assumethat all available processorsdirectly cortribute to the threshold T,
the workload of a single processorw; 2 W is given by Equation (2) [25]. Algorithm 1 depicts
the MPPR method.

n=2=jWj + c (2)

Algorithm 1 Multi-Pro cessorPollard’'s Rho [12]
Input: P 2 E(Fp);n= ord(P);Q 2 hPi
Output:  The discrete logarithm ~ = loge (Q)
1. Selectthe sizes of a nite setwith random points
2: Selecta partitioning function g: hPi ! f0;2;:::;s 19
3: Selecta setD out of hPi satisfying the distinguished point property
4. for i=0tos 1do
5. Selectrandom coe cien ts aj;h 2r [1;:::;n 1]
6
7
8
9

. Compute i-th random point R; aP+bQ

: end for

: for ead parallel processordo

. Selectstarting coe cien ts randomly c;d 2g [1;:::;n 1]
10: Compute a starting point X cP + dQ

11: repeat

12: if X 2 D is a distinguished point then

13: Send(c;d; X ) to the certral serer

14: end if

15: Compute partition of current point i = g(X).

16: Compute next point X X +Rj; ¢ c+amodn;d d+ b modn
17: until a collision in two points was detected on the serer

18: end for

19: Let the two colliding triples in point Y be (c1;ds;Y) and (cp;do;Y)
20: if ¢1 = ¢, then

21:  return failure

22: else

23:  Compute® (c1 ©)(d> di) *modn

24:  return

25: end if

4 An Ecien t Hardw are Arc hitecture for MPPR

For the implementation of Algorithm 1, we need a star topology in which a certral sener is
collecting distinguished points from a multitude of attached computational processorsw; 2 W.
For the realization of MPPR the sener requiresfollowing features:

A comm unication controller for data exchangewith the jW| point processors.
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A database for storing the tuples (c;d;Y) for a point Y = cP + dQ in a sorted table
accordingto Y for e cient point recovery.

A unit for validating distinguished points received from a processorw;. This step
is mandatory in terms of defective processorswhich might spoil the entire computational
result by evertually corrupted results from a point processomw;.

An arithmetic unit for computing the discrete logarithm from a detected collision.

An EC generator for testing purposes.This unit is optional when external curve param-
eters are speci ed.

In contrast to the connected point processorswhich are designedto run on special-purpose
hardware, the certral serer has only little requiremerts regarding computational power and
throughput. Thus, it is su cien t to model our certral station in software which simpli es the
dewvelopmert process.Details of the parametrization of MPPR for hardware canbefoundin [11].
Figure 2 depicts the data ow of an MPPR system betweenthe cortributing parties.

Central Unit / Server

Elliptic Curve
Generator > Elliptic Curve Arithmetic
(optional)
v f
Input Params Internal
“] Memory
——
i . Processor
4Dlscrete Log Discrete Log (c.d,Y) Communication and

Computation Triple

Database

Point Validation

4

v

Communication Controller

A A A
A 4 h 4 A
Proc Proc Proc
W, Ws Wy

Figure 2: A componert model for MPPR

4.1 Prop osed Arc hitecture

With the certral sener implemented in software, we can focus on the point processorsw; 2 W
which are subject to the hardware implementation. In this work, we will describe an FPGA
implementation of the point processors.Due to the relatively low costat low quartities and the
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recon gurabilit y, the choiceof FPGAs seemsptimal for a rst evaluation of MPPR in hardware.
Remark that a possibleASIC implementation would dramatically decreasethe monetary e ort

of MPPR if producedat high volumes. Howewer, for solving ECDLP over smaller groups( 130
bit), an FPGA-based design can be implemented with COPACOBANA which is a massiwely
parallel computer of 1220 FPGAs of type Xilinx SPARTAN-3 XC3S1000[16]. Basedon the given
cost and computational power of COPACOBANA, we are able to estimate the expensefor an
FPGA-based MPPR attack fairly accurate.

For the implementation of a point processorthe computation of a trail of consecutive points
consistsof four steps:

1. DP Detection. We needto detect if the current point X is distinguished. In hardware,
we can agreeon a simple DP property which is satis ed when the topmost bits of the
x-coordinate of the current point X = (x;y) are zero. This can be easily implemented by
a -bit comparison. In casewe found sud a point, we will transmit it to the certral sener.

Note that an e cien t veri cation of the distinguished property doesonly work in a ne

coordinates. A ne coordinates su er from expensive eld inversionswhich are manda-
tory to compute the group addition. Projective coordinate systemsavoid inversions by
encaling the inversionin a separatevariable at the cost of additional eld multiplications.
Unfortunately, the projective point represertation is not unique and doesnot allow for an
e cient chedk of the distinguished property. The reasonfor this is that an ane point
P = (x;y) hasp 1 dierent projective represertations, e.g., P = (X;Y;Z) satisfying
X = X=Z andy = Y=Z. The computational e ort to detect a DP from its projective rep-
resenation usually is more complex than the useof a ne coordinates along with a very
e cien t DP detection. Consequetly, we will usea ne coordinatesin our implementation.

2. Partitioning.  In order to selectthe next random point R; and its corresponding coe -
ciernts a; and Iy, we needto identify a partition i = 0;:::;s 1 accordingto the current
point X . In hardware, it is straightforward to choosea power of 2 for s since we simply
can use the log, s least signi cant bits from x to map to the partitioning value i. We
choosea (heuristically determined) optimal value s = 16 (see[11] for details).

3. Point Operation. We needto update the current point by adding a random R; which
requires a point addition or, in the extremely unlikely caseof X = R;j, a point doubling.
The latter casecan easily be avoided by integrating a ched into the partitioning function
which selectsanother Rj 6 R; in caseof an equality X = Rj. As a benet, we can save
area by simply omitting the logic for point doubling.

4. Coecien t Update. Finally, we needto update the corresponding coe cien ts ¢ and d
for our updated point X with X = cP dQ. To do so, we add the random coe cien ts
c=c+ a modnandd= d+ Iy mod n accordingto the selectedpartition i.

In the following, we introduce the designof a top layer in Subsection4.1.1 which caresfor
administrativ e tasks such as, e.g., providing a certralized distinguished point bu er (DPB) as
well as a processorcortroller (PC) which is responsible for the control of the seweral computa-
tional cores.In Subsections4.1.2and 4.1.3 we will describe a single computational core and its
arithmetic unit, respectively.



411 Top Layer

The top layer is composedof the previously merntioned DPB, PC, and a physical Communication
Controller (CC), asdepicted by a schematic outline in Figure 3. The CC is required to cortrol
the data input and output from and to the certral sener, respectively. For the implementation
at hand, the CC was realized with a serial line cortroller (UART). In the next stage (with
COPACOBANA), we will usea simple bus-driven cortroller, providing a higher data rate. Note
that no high data communication betweenFPGA and certral sener is required. Howeer, if the
number of PR coresincreaseswe still can adjust the distinguished property in order to decrease
the point throughput by longer computational trails, reducing the load of the communication
path.

110

4

FPGA
Communication
Controller > PRCore 1

A

A

4
Processor Distinguished
™ Controller i AR Point Buffer
A

> PRCore k

Figure 3: Top layer of an FPGA-based point processor

A gainin performancecan be achieved by using more computational coreson a single FPGA,
computing many trails in parallel. Obviously, this procedure requires a careful managemenm
regarding the data input and output. With many PR coresand the cerralized bu er, the
accesdo the DPB demandsmultiplexing and bu er locking capabilities to prevent two or more
coresfrom writing to the bu er at the sametime. On the other hand, the DPB is very useful
sinceit allows for an independert external accesdgo the stored distinguished points without the
needto interrupt a core from computing. Figure 3 shows the computational coresas an enity
which will be discussedin detail in the following.

4.1.2 Core Layer

For an optimal design,all operations of the core should make use of extensive resourcesharing,
e.g., by combining all costly eld operations in a certral Arithmetic Unit (AU) for GF (p)
operations. The AU entity will be discussedin Subsection4.1.3.

An important componert of the core layer is the core cortroller. It is primarily responsible
for managingthe operations of the AU and delegatingits output to memory locations. Another
constituent of this layer is the main memory, providing the operandsto the AU. A schematic
overview of the core layer architecture is given by Figure 4.



The AU demandsfor three concurrert inputs: Two inputs provide the operandsI N1 and
I N2, oneinput provides the modulus MOD. The modulus can take two possiblevalues: n =
ord(P) for updating the coe cien ts and p for all other computations. The operandschangewith
ewvery single computation. For the operands,we usea dual-port block memory module which is
available on the actual FPGA-type. The dual-port memory cortains all k-bit variables for the
actual point addition including the starting point X, assaiated coe cien ts c;d, and temporary
values. Besides,it can hold the random point data (R; = (Xx;;yi);a;b) fori = 0::is  1in
a separate region. Hence, variables and random data is available via a common accesspath
requiring no further multiplexing. For the modulus MOD we usea separatesingle-port memory
module. Comparedto two individual registerswith multiplexers and separatecortrol lines, this
approad is more areae cien t. Details of the optimization of the point processorare discussed
in [11].

DIN T 3 DOUTK
PRCore $ ‘
Core
Controller
EQ,DP
Dual f
Port
Main 2
Memory T
— [Ri,a;,bi]
el IN1
.
GF(p) -
; IN2 Arithmetic R
Single Port Unit
. | Supplementary MOD, |
Memory
[p.n]

Figure 4. Core layer of an FPGA-based point processor

4.1.3 Arithmetic Unit

The overall runtime of an implementation of MPPR is dominated by the performance of the
eld arithmetic, usedfor the point addition and coe cient updates. Hence, the e cient im-
plemertation of the arithmetic functions sud as eld addition, subtraction, multiplication, and
inversion is crucial for the performanceof the overall system. Due to the predominanceof the
modular inversion within the point addition function, the optimization of other operations has
not beenconsideredsince a dramatic reduction of the critical path is not expected.

The arithmetic unit provides the functionality of eld addition, subtraction, multiplication,
and inversion required by the upper layers. Modular addition and subtraction are rather simple
operations. In cortrast, modular multiplication and inversion takes much more computational
e ort. For ane cient implementation of sud we usecoordinatesin Montgomery domain, allow-
ing for algorithms which replace a costly modular reduction by divisions by two (implemented
by right shifts by one) [18]. Thus, we usea Montgomery multiplication and a modi ed Kaliski
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inversion algorithm [5]. All eld operations require k-bit additions and subtractions which we
realize with Xilinx IP cores. The IP coresare precompiled and highly optimized for a speci c
FPGA and provide a better performance-arearatio than convertional implementations.

Excluding overhead for the conrol logic, the eld addition and subtraction can be imple-
mented with onek-bit adder/subtracter IP core,onek-bit register, and three k-bit multiplexers.
A very space-e cient implementation of the Montgomery multiplication can be realized with
onek + 1-bit adder/subtracter with carry-out, two k + 1-bit shift-registers, and a singlek + 1-bit
multiplexer. The Kaliski inverter howewer, is the most area-consumingpart: It requires three
k + 1-bit adder/subtracters, four k + 1-bit shift-registers, and six k + 1-bit multiplexers. For
detailed speci cations of the AU pleaserefer to [11].

The nal designof our AU is shown in Figure 5. For the sake of clarity, we combined the
logic for the shifting units and the multiplexing units in corresponding blocks.

R (E IN1 O IN2 © MOD o
4
/ MUX <
Multiplexing Layer /4-——
Ml.l M1.2 M2.1 M22 M31 M3.2
v Y \ 4 v v v
AU
ADD/SUB « ADD/SUB |« ADD/SUB «
CTL
A 4 ; ;
REG1 < REG2 < REG3 < REG4 <
A A A
Shifting Layer (Right/Left) <
REG1, REG2, REG3, REG4_| GF(p)-AU

Figure 5: Arithmetic layer of an FPGA-based point processor

5 Implemen tation

The proposedarchitecture hasbeenimplemented on a Xilinx Spartan-3 device (XC3S1000)and
corresponding results are preserted in Subsection5.1. For comparisonand debugging purp oses,
a software implementation of the complete MPPR hasbeenrealizedon a cornverntional processor
(Pertium M). Furthermore, we estimate the cost and performanceof an ASIC implementation

of the MPPR basedon the running FPGA implementation in Subsection5.3and nally compare
our ndings in Subsection5.4.
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5.1 Synthesis Results

We synthesizedthe designfor various bit sizesk and the maximum number of cores tting on
one FPGA. Table 1 shows the area and clocking constraints for a Xilinx XC3S1000,providing
17,280logic cells in 7,680 slices with a variable number of cores. Note, that the number of
occupiedslicesincludesall top-layer componerts for managememn and communication, aswell.

k Cores Min. Period Max. Clock Slices Usage Slices/Core

160 2 25.0ns 40.0 MHz 6,450 83 % 3,230
128 3 24.9ns 40.1 MHz 7,561 98% 2,520
96 3 20.8ns 48.1 MHz 6,091 79% 2,030
96 4 22.6ns 44.3 MHz 7,564 98% 1,890
80 4 19.6ns 50.9 MHz 6,820 88% 1,710
64 4 18.2ns 54.8 MHz 5789 75% 1,450
64 5 19.2ns 52.0 MHz 6,817 88% 1,360

Table 1: Area and timing constraints on XC3S1000FPGA

Apparently, architectures with a device usagecloseto 100 % have a signi cantly longer
propagation delay than those with someunused FPGA area(e.g., k = 128and k = 96). This
e ect can be directly traced badk to the more condensedpadaging which leaves only little
exibilit y for extensive route optimizations after synthesis. Hence, longer signal paths needto
be taken into accourt and lead to a lower clock frequency

5.2 Throughput

With the complexity of all core functions, we can compute an exact number of cyclesrequired
for an iteration of MPPR. Along with the maximum clock frequency detailed numbers for the
throughput of the whole designcan be given.

An elliptic curve point addition in a ne coordinates canbe performedusing 6 subtractions, 3
multiplications, and a singleinversion. The update of coe cien ts demandsanother two additions
and a few administrativ e cycles. Finally, we can provide a list for the overall cycle count of a
single MPPR iteration asshown in Table 2, giving raise to following complexity function:

T(k) := Tcmp(K) + TrsT + Trin = Bk + 55: (3
Op eration Typ e Count Temp Trst TEIN
Partitioning 1 1/2 - -
DP Chedk 1 1/2 - -
Subtractions 6 6 12 6
Multiplications 3 3k + 2) 6 3
Inversion 1 2(k+ 2) 2 1
Addition 2 2 4 2
Total 14 5k+2)+9 24 12

Table 2: Required cyclesfor one MPPR iteration with bit sizek

With Equation (3), we can easily compute the performance for the selectedarchitectures
including the number of required cyclesper iteration and the number of points per second.
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k Cores T(k) Time per Pt Pts per Core/sec Total Pts/sec

160 2 855 21.400 s 46,800 93,600
128 3 695 17.300 s 57,800 173,000
96 3 535 11.100 s 90,000 270,000
96 4 535 12.100 s 82,700 331,000
80 4 455 8.940 s 111,900 447,000
64 4 375 6.840 s 146,200 585,000
64 5 375 7.210 s 138,600 693,000

Table 3: Performanceof MPPR on XC3S1000FPGA

Remark, that the numbers above exclude additional cyclesfor writing to the distinguished
point buer. Only when computing the ECDLP in small groups, the bu er might becomea
bottleneck and the additional cyclesfor data output have to be takeninto accoun. l.e., alarger
number of MPPR coresper FPGA increasesthe demand for a large output bu er. Howewer,
this can easily be avoided by reducing the size of the distinguished point set D. A direct
consequenceare longer seart trails for distinguished points and, thus, collisions of two or more
coresrequestinga bu er lock at the sametime will becomeextremely unlikely.

5.3 Estimate for an ASIC Design of MPPR

Based on the results from the FPGA implementation, we can estimate the performance and
cost of an ASIC realization. For an appropriate estimate, our application speci ¢ designwill be
limited to 10 million gateswhich is approximately a tenfold of the logic resourcesof the Xilinx
XC3S1000FPGA and which we believe to be fairly realizable. Furthermore, we can expect to
run such a chip at clock rates beyond the scope of low-cost FPGAs. Hence,a maximum clock
frequency of 500 MHz seemsrealistic with the chosenalgorithm. Table 4 provides an estimate
of the throughput for a possiblechip designfor MPPR over GF (p) with a k-bit prime p and a
maximum possiblenumber of MPPR coresper chip.

Pleasenote that due to limited time we have not yet synthesized the VHDL code for an
actual ASIC library. Hence,all given numbersin this paper are estimates and are subject to
changein caseof a future ASIC simulation. Howewver, we believe that the estimates are fairly
accurateand will not di er in an order of magnitude. Moreover, in caseof a deviation we expect
an improvemert of area/ time complexity and, thus, the numbers provided can be seenas an
upper bound on the hardware complexity of MPPR.

k |# MPPR cores Performance (pts/sec)
64 50 6:66 10’
80 40 4:40 10’
96 40 374 10
128 30 2:16 10’
160 20 1:17 107

Table 4: MPPR performanceestimatesfor an ASIC design (10’ gates, 500 MHz)
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5.4 Pro jected Runtimes for Solving ECDLP on Dieren t Platforms

Along with the given throughput from Subsection5.2, projections are performed for bit lengths
k = f64;80,96,128 160y using a distinguished point proportion of = 2 24 We will regard
following architectures: First, projections are done for the software reference,running on a
corvertional o -the-shelf processor(Pertium M 735@1.7GHz). Secondly we will estimate the
performanceon the XC3S1000FPGA. Thirdly , an estimate for dedicated ASIC will be given for
bit sizesof 128 bit and above!. Clearly, the performanceof the hardware architecture heavily
dependson the varying bit size,indicated by di erent runtimes and varying area consumption.
For small bit lengths, seweral corescan be realized on the FPGA and, thus, slightly decrease
the maximum clock speedof the entire system. Howeer, the additional computational power
compensatesthe lower clock speed.

We compute the expectednumber of points for a speci ed bit length to determinethe ECDLP
of an assaiated curve. At this time, we discard any negative e ect of overwriting points on the
certral station which in fact needsto be consideredwhen the number of available distinguished
points becomestoo hugeto be stored without compression.Table 5 shaws the upper (Ty) and
lower (T.) boundson the number of computed points and the corresponding number of expected
DP to be stored on the sener, Sy and S, respectively. For details, pleaserefer to [11].

D D
k [T.= 2<1=2+¢ Ty= 2%=2+c S, = T, Su= TH
64 271 10° 3:82 10° 1:61 10° 2:28 10¢
80 6:890 1011 9:74 104 4:11 10¢ 5:81 10*
96 1:76 104 2:50 104 1:05 10/ 1:49 10/
128 1:16 10'° 1:64 10'° 6:89 10 9:74 1041
160 7:58 1073 1:.07 10?4 4:52 106 6:39 106

Table 5: Estimated MPPR runtime and number of stored distinguished points

If we assumea geometrical distribution of distinguished points we can shav that only negli-
gible e ects from overwriting points are expected for bit sizes 96 bit. This statemert is true
for an available size of sener storageof 224 1:68 10’ points.

Table 6 preserts the resultsfor the expectedcomputation time with a singlechip (Pertium M,
XC3S1000FPGA, and ASIC). Obviously, a successfulcomputation of the ECDLP for k > 96
seemsto be unrealistic with any of the preseried architectures when consideringonly a single

chip.

k | Mean(Ty;T.) Pentum M XC3S1000 ASIC

64 3:25 10° 5:14 h 781 min -
80 8:32 101! 705d 215d -
96 2:13 10 551y 204y -

128| 1:40 10'° 486 1fy 2555 10°y 2:05 10y
160| 9:15 102 378 10y 310 101y 2148 1Py

Table 6: Expected runtime for MPPR on a single chip

YFor lower bit sizes,the relatively high NRE costs outweigh the production costs.
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6 Security Evaluation of ECC

For a detailed security evaluation, we regard attacks against ECC basedon the three previously
presented architectures: The software implementation on a cluster of convertional o -the-shelf
processors,an FPGA cluster built of the FPGA-type of our implementation, and a dedicated
ASIC hardware consisting of a cluster of the ASICs presered in Subsection5.3.

We will estimate the cost of such cryptanalytical systemsfor di erent scenarios:We consider
a successfubttack against ECC in oneyear and comparethe results to the previously proposed
hardware attacks against RSA in [23, 9]. Finally, we estimate the approximate costto solve the
ECC challengesgiven by [3].

6.1 Considered Platforms and Related Costs

A direct line-up of the software implementation against the optimized hardware architectures
would be not very meaningful. The reasonbeingis, rst, that we did not optimize the software
referencewith the samee ort than we did in the caseof the hardware implemenrtation. Sincethe
optimization of the software is not within the scope of this cortribution, we will take possible
improvemerts by using a correction factor of 1.25into accourt. l.e., a possiblespeed-upby 25%
can be achieved by using assenbler code, placing our software solution into a more competitiv e
position againstits relative in hardware. Secondly we have to take the di erent monetary cost
of general purposeprocessors,FPGAs, or ASICs into accourt. For the sake of simplicity, we
do not consider power consumption?. Thirdly , the processor(Intel Pertium M) of the software
implementation possesseapprox. 140million transistors, neglectingpossibleadditional memory
besideshe processor'scadie. For comparison,the XC3S1000FPGA hasonly onemillion system
gates. To overcomethis inherent imparity and to provide a fair comparison of the platforms,

we will use a very simple metric which is of high practical relevance: The cost-performance
ratio. We can relate the software and hardware performancewith respect to the throughput in

point computations and the corresponding monetary cost. The monetary aspect is of certral

imp ortance when investigating the feasibility of attacks of actual ECC.

We assumethe cost of a Pentium M 735 processorand a Xilinx XC3S1000FPGA to be
approximately US$ 220 and US$ 50 per chip, respectively®. Additionally , we need housing and
peripheral interconnectionsfor ead chip. In the caseof FPGAs, the realization of a cost-e cient
parallel architecture called COPACABANA is preseried in [16]: The architecture manages
up to 120 low-cost FPGAs (Xilinx XC3S1000)at a total cost of approximately US$ 10,000
including material and production costs. Taking the amount of US$ 10; 000 as a reference,we
can estimate a corresponding number of workstations with Pentium M processors. Assuming
additional US$ 180for housing, mainboard, main memory, and physical storage (such asa hard
disk drive or a ash memory device for the operation system), we estimate the cost for a single
workstation to be US$400. Thus, a cluster of 25 Pertium M workstations costs approximately
the samethan the COPACOBANA macdiine with 120 low-cost FPGAs. For the ASIC design
from Subsection 5.3, we assumea cost of US$ 50 per chip including overhead, which seems
to be a fair assumption for the production of large quartities. Hence,for US$ 10; 000 we can
build an ASIC cluster consisting of 200 ASICs. Due to the relatively high NRE costsof ASICs
howewer, such a designwill only be consideredwhen targeting ECC with bit sizesof 128 bit and

2However, we believe the power consumption of special-purpose hardware to be far below that of general
purp osearchitectures.
3Mark et prices for low quantities; Prices at high volumes might di er.
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above and many chips have to be produced. For the sake of simplicity, we do not take further
aspects such as power consumption into accourt. Table 7 comparesthe computational power

for a US$ 10,000 MPPR-attack in terms of software and hardware implemertations.

k | Pentium M cluster FPGA cluster (COPACOBANA) ASIC cluster

160| 1:92 10° pts/sec 11:2 10° pts/sec 2:34 10° pts/sec
128| 2:28 10° pts/sec 20:8 10° pts/sec 4:32 1° pts/sec
96 3:07 1CP pts/sec 397 10° pts/sec 7:48 10° pts/sec
80 3:41 10° pts/sec 537 1CP pts/sec 8:79 10° pts/sec
64 4:39 1P pts/sec 832 10° pts/sec 133 10° pts/sec

Table 7: MPPR performancecomparisonfor a US$ 10,000investmert

6.2 Breaking ECC in One Year

The number of required days of computation can only be reduced by parallelization, i.e., a
massive employment of many instances. If we de ne a speci ¢ time constraint to be met, we can
compute the number of required chips. Following the attempt to break ECC with a bit length
of k in a maximum time of one year (365 days) will lead us to the number of requried chips
represerted by Table 8.

k |# Pentum M # XC3S1000 # ASIC

80 1 1 -
96 56 21 -

128 4:86 10° 2:55 10° 2:.05 10*
160 378 101 31 101 2:48 10°

Table 8: Number of required chips for a single year attack

It will take at least about 378 billion generalpurposeprocessordo successfullycomplete an
attack on a k = 160 bit ECC within one year. With special-purpose hardware implemerting
our architecture, 2.6 billion macdines of type COPACOBANA, equivalert to the computational
power of 310billion FPGAs, are required. With the ASIC design,2.5 billion chips are necessary
to complete the task. Obviously, the construction of such a giant device is infeasible from a
today's perspective.

In the subsequeh paragraphswe will comparethe ndings to the expected security of RSA
and discussthe feasibility of solving di erent ECC challengeswith the preseried architectures.

6.3 ECC vs. RSA: A Security Comparison

According to the very optimistic estimate in [23], the hardware for breaking a single RSA-1024
modulus within one year will cost approx. US$ 10 million. A dierent and more consenative
security consideration of RSA hasbeenpublishedin [9]: The authors assumedthe cost of a suc-
cessfulattack within oneyear to approximately US$ 200 million. According to the wide-spread
opinion, RSA-1024is consideredto provide a similar level of security than ECC-163*.

4ECC-163 is of particular interest, since 163-bit curvesare standardized.
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The expensesfor a successfulattack against ECC-163 within one year are equal to the cost
of 7:6 billion COPACOBANA machines and amourt to approximately US$ 7:6 10'3. Hence,
attacks of sudh dimension are far beyond the feasibility of today's (monetary) capabilities.

Due to the vast amount of computations, ECC with bit length of 128bit and above can only
bee cien tly attackedwith dedicatedASICs. With the estimate from Subsection5.3, a successful
attack against ECC-163 within one year basedon 1:16 10'© ASICs will cost approximately
US$ 5:8 10'. This amourt still is a factor of 58000 and 2;900 higher compared to the
estimatesfor breaking RSA-1024asdescribedin [23] and [9], respectively. As a consequencewe
canassumeEC-163to provide a by far higher level of security than RSA-1024against hardware-
driven attacks than commonly believed.

6.4 ECC Challenges

In 1997, the compary Certicom has issuedthe so-called ECC challengesto demonstrate the
security of ECC by announcing a list of elliptic curvesand assaiated ECDLP parameters[3].
For numerous bit lengths, a reward for solving such an ECDLP is announced. For ECC over
prime elds GF (p), challengeshave beende ned for the bit sizes

k = dog, pe= 7989 97,109 131; 163, 191; 2399 :

Certicom provided estimatesfor the required number of machine days for solving ead challenge.
Howewer, the runtime estimates are based on a quite outdated Intel Pentium 100 processor.
Consequetly, we will additionally provide runtimes for our software referencefor comparison
with the hardware implementations. Table 9 depicts how fast our architectures can solve these

challenges.

k | Certicom Est. [3] Pentum M XC3S1000 ASIC

79 146d 490 d 153d -

89 120y 4.64y 162y -

97 197y 147y 307y -

109 2:47 10ty 557 10°y 291 10°y -

131 6:30 10"y 1:40 10’y 740 1Py 934 10y
163 6:30 10y 1:09 102y 915 10"y 116 10¥y
191 1:32 107y 2:17 10%y 1:89 10y 2:39 1014y
239 384 107y 444 107y 862 102y 1:.01 107y

Table 9: Expected runtime on di erent platforms and for di erent Certicom ECC challenges

Considering the latest unsolved Certicom challenge over GF (p) (k = 131 bit), we estimate
the required computational power to be at least 62,000 COPACOBANA machines (7:40 10°
FPGAs) for solving the ECDLP within a year. Unlike k = 160, this is also an enormous
but not an absolutely unrealistic amount of computational power. With 93,400 ASICs, this
challenge would take one year to nish at a cost of approximately US$ 5; 000 000, excluding
NRE costs. Analyzing the last solved challenge with k = 109 bits, we can state that about
300 COPACOBANA madines are already su cien t to solve this ECDLP in only 30 days. This
single-morth attack on ECC with k = 109bit canberealizedwith FPGAs amourting to approx.
US$ 3 million. For bit lengths exceeding131 bit however, the only feasibleway to solwe the
ECDLP is the application of dedicated ASIC devices. Assuming the high-performance ASICs
from Subsection5.3, we can estimate the runtime for MPPR attacks with respect to di erent
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nancial badkground. Table 10depictsthe expectedruntimes for solvingthe ECDLP for di erent
bit lengths and monetary e orts.

Exp ected runtimes in years for attac ks with
k | US$10° US$10°P US$10 Uss$1¢®
128 1:03 10 1:03 0:103 0:0103
160 | 1:24 106 124 1P 1:24 10° 124 10°
192 | 964 1010 964 10° 964 10° 9:64 10’
256 | 1:.09 10?1 1:09 10?° 1:09 10  1:.09 10'8

Table 10: Cost-performance consideration of MPPR attacks with ASICs (107 gates, 500 MHz,
NRE costsexcluded)

7 Conclusion

The contribution at hand is the rst to presert results of a hardware-acceleratedattack against
the elliptic curve cryptosystem. We presert an e cien t hardware architecture for the parallelized
Pollard's Rho algorithm (MPPR) as described in [25] for groups of points on an elliptic curve
over prime elds. Besidesthe hardware implemertation, a software implemertation wasrealized
on a corventional processorfor comparisonand for debugging purposes.

The hardware implementation was accomplishedon a cortemporary low-cost FPGA (Xil-
inx Spartan-3) and impressively shaws the suitability of the MPPR algorithm for hardware.
Comparedto existing architectures for GF (p) arithmetic units, we can state that our AU imple-
mentation requires 19.995s per point addition at k = 160 bit occupying about 2; 660 slicesof
our FPGA. Thus, our implementation provides a better performanceat a smaller area cost with
respect to [20, 21] and a competitiv e design concerningthe architecture of [4] when balancing
the di erences betweenthe varying FPGA types.

The corresponding parametersfor MPPR have beenoptimized regarding an area-time e -
cient implementation of the algorithm in hardware. Considering the latest unsolved Certicom
ECC challengeover GF (p) (k = 131 bit), we estimate the required computational power to be
approximately 7:40 10° FPGAs for solving the ECDLP within a year. Unlike ECC-163, this is
alsoan enormousbut not an absolutely infeasibleamount of computational power. In cortrast,
an equivalert software implementation requiresmore CPUs (Pentium M) at a much higher price
per piece.

For solving the ECDLP on curvesof practical interest however, FPGA implementations are
still too costly. In order to derive an estimate of the security of actually used ECC, we provide
an estimate for an ASIC implementation basedon the outcomesof the FPGA implemertation
at hand. As a result, ECC turns out to be more secureas commonly believed. The expenses
of a successfulattack against ECC-163 within one year basedon 1:16 10'° ASICs will cost
approximately US$5:8 10''. Comparedto recert (consenative) estimatesfor a special-purpose
hardware attacking RSA-1024in [9], this amourt still is a factor of 2;900 larger.
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